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Open Public Consultation on Internet-connected radio 

equipment and wearable radio equipment

Fields marked with * are mandatory.

Open Public Consultation on Internet-connected radio equipment and 
wearable radio equipment

Introduction

: This Open Public Consultation (OPC) aim to gather feedback from relevant stakeholders and any other Purpose
interested parties with respect to the market access conditions of wireless devices which are connected to the 
internet or wearable.

Specifically, the need of strengthening (i) , and (ii) , is being data and privacy protection protection from fraud
considered.

Concerned products are " ". For instance, internet-connected radio equipment and wearable radio equipment
internet-connected radio equipment are smartphones, laptops, smart appliances, routers, radio-connected 

, toys, wireless cameras, other wireless Internet of Things (IoT) devices, some of their radio components
etc. Examples of wearable radio equipment are . For simplicity, smartwatches and fitness wireless devices
hereinafter they will be referred to as " ", respectively.wireless connected devices and wearable devices

According to the received feedback, the Commission may consider different policy options in order to strengthen 
the trust in the field of wireless devices and their applications. Specific mandatory requirements would concern the 
activation of one or more delegated acts pursuant the . In practice, these Radio Equipment Directive 2014/53/EU
delegated acts would require that wireless devices (or some of their radio components) cannot be placed on the EU 
market unless a satisfactory level of protection of data and privacy and/or from fraud is demonstrated.

Public is invited to provide their views to strengthen the European Commission's understanding of the issues 
concerned, and to provide feedback on the impacts of different policy options to help address the problem. 
Respondents as operators in the field of radio equipment, public authorities, associations of stakeholders or experts 
in the field may also express their views by participating in a targeted consultation (English only, ).available here

Queries regarding the OPC: Should you have any questions regarding this public consultation, please send an 
email to  GROW-RED@ec.europa.eu

About you

Language of my contribution
Bulgarian
Croatian
Czech
Danish
Dutch
English
Estonian
Finnish

French

*

https://ec.europa.eu/growth/sectors/electrical-engineering/red-directive_en
https://ec.europa.eu/eusurvey/runner/TargetedConsultationREDPrivacyFrauds
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French
Gaelic
German
Greek
Hungarian
Italian
Latvian
Lithuanian
Maltese
Polish
Portuguese
Romanian
Slovak
Slovenian
Spanish
Swedish

I am giving my contribution as
Academic/research institution
Business association
Company/business organisation
Consumer organisation
EU citizen
Environmental organisation
Non-EU citizen
Non-governmental organisation (NGO)
Public authority
Trade union
Other

First name

Surname

Email (this won't be published)

Scope
International
Local
National
Regional

*

*

*

*

*
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Organisation name
255 character(s) maximum

Organisation size
Micro (1 to 9 employees)
Small (10 to 49 employees)
Medium (50 to 249 employees)
Large (250 or more)

Transparency register number
255 character(s) maximum
Check if your organisation is on the . It's a voluntary database for organisations seeking to influence EU decision-transparency register
making.

Country of origin
Please add your country of origin, or that of your organisation.

Afghanistan Djibouti Libya Saint Martin
Åland Islands Dominica Liechtenstein Saint Pierre 

and Miquelon
Albania Dominican 

Republic
Lithuania Saint Vincent 

and the 
Grenadines

Algeria Ecuador Luxembourg Samoa
American 
Samoa

Egypt Macau San Marino

Andorra El Salvador Madagascar São Tomé and 
Príncipe

Angola Equatorial 
Guinea

Malawi Saudi Arabia

Anguilla Eritrea Malaysia Senegal
Antarctica Estonia Maldives Serbia
Antigua and 
Barbuda

Eswatini Mali Seychelles

Argentina Ethiopia Malta Sierra Leone
Armenia Falkland Islands Marshall 

Islands
Singapore

Aruba Faroe Islands Martinique Sint Maarten
Australia Fiji Mauritania Slovakia
Austria Finland Mauritius Slovenia
Azerbaijan France Mayotte Solomon 

Islands
Bahamas French Guiana Mexico Somalia

Bahrain French Micronesia South Africa

*

*

*

http://ec.europa.eu/transparencyregister/public/homePage.do?redir=false&locale=en
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Bahrain French 
Polynesia

Micronesia South Africa

Bangladesh French 
Southern and 
Antarctic Lands

Moldova South Georgia 
and the South 
Sandwich 
Islands

Barbados Gabon Monaco South Korea
Belarus Georgia Mongolia South Sudan
Belgium Germany Montenegro Spain
Belize Ghana Montserrat Sri Lanka
Benin Gibraltar Morocco Sudan
Bermuda Greece Mozambique Suriname
Bhutan Greenland Myanmar

/Burma
Svalbard and 
Jan Mayen

Bolivia Grenada Namibia Sweden
Bonaire Saint 
Eustatius and 
Saba

Guadeloupe Nauru Switzerland

Bosnia and 
Herzegovina

Guam Nepal Syria

Botswana Guatemala Netherlands Taiwan
Bouvet Island Guernsey New Caledonia Tajikistan
Brazil Guinea New Zealand Tanzania
British Indian 
Ocean Territory

Guinea-Bissau Nicaragua Thailand

British Virgin 
Islands

Guyana Niger The Gambia

Brunei Haiti Nigeria Timor-Leste
Bulgaria Heard Island 

and McDonald 
Islands

Niue Togo

Burkina Faso Honduras Norfolk Island Tokelau
Burundi Hong Kong Northern 

Mariana Islands
Tonga

Cambodia Hungary North Korea Trinidad and 
Tobago

Cameroon Iceland North 
Macedonia

Tunisia

Canada India Norway Turkey
Cape Verde Indonesia Oman Turkmenistan
Cayman Islands Iran Pakistan Turks and 

Caicos Islands
Central African 
Republic

Iraq Palau Tuvalu

Chad Ireland Palestine Uganda
Chile Isle of Man Panama Ukraine
China Israel Papua New 

Guinea
United Arab 
Emirates

Christmas Italy Paraguay United 
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Christmas 
Island

Italy Paraguay United 
Kingdom

Clipperton Jamaica Peru United States
Cocos (Keeling) 
Islands

Japan Philippines United States 
Minor Outlying 
Islands

Colombia Jersey Pitcairn Islands Uruguay
Comoros Jordan Poland US Virgin 

Islands
Congo Kazakhstan Portugal Uzbekistan
Cook Islands Kenya Puerto Rico Vanuatu
Costa Rica Kiribati Qatar Vatican City
Côte d’Ivoire Kosovo Réunion Venezuela
Croatia Kuwait Romania Vietnam
Cuba Kyrgyzstan Russia Wallis and 

Futuna
Curaçao Laos Rwanda Western 

Sahara
Cyprus Latvia Saint 

Barthélemy
Yemen

Czechia Lebanon Saint Helena 
Ascension and 
Tristan da 
Cunha

Zambia

Democratic 
Republic of the 
Congo

Lesotho Saint Kitts and 
Nevis

Zimbabwe

Denmark Liberia Saint Lucia

Publication privacy settings
The Commission will publish the responses to this public consultation. You can choose whether you would like your details to be made 
public or to remain anonymous.

Anonymous
Only your type of respondent, country of origin and contribution will be 
published. All other personal details (name, organisation name and size, 
transparency register number) will not be published.
Public 
Your personal details (name, organisation name and size, transparency 
register number, country of origin) will be published with your contribution.

I agree with the personal data protection provisions

Questions to EU citizens & consumers

This section first considers the extent to which you perceive there to be a problem, and whether you have 
trust in wireless connected devices and wearable devices. It also seeks to find out if they have ever 
experienced any concerns regarding a) the level of data privacy and protection, as well as b) protection 

*

https://ec.europa.eu/info/law/better-regulation/specific-privacy-statement_en
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from fraud of such equipment and products they have purchased. Some aspects of cybersecurity, e.g. 
relating to protecting devices, systems and programs from digital attacks and during their use, can be 
considered as relevant to both of these areas.

How concerned are you about  when using the data and privacy protection
following types of wireless connected devices and wearable devices?

Please rate your answer on a scale from 1 to 5, where 1 means "highly concerned" 
and 5 "not concerned at all". If you are not sure or you do not use the product, 
please select "Don't know / Not Applicable"

at least 9 answered row(s)

1 2 3 4 5

Don’t 
know / 
Not 
Applicable

Consumer wireless connected devices doing a limited 
 (e.g. wireless cameras, Wi-Fi number of tasks

extenders, connected home appliance, wireless 
thermostats, etc)

Consumer wireless connected devices with many 
 (e.g. smartphones, laptops, smart TVs, functions

gaming stations, etc)

Wireless connected devices intended for children or 
vulnerable users (e.g. connected toys, baby monitors, 
etc)

Commercial wireless connected devices (e.g. vending 
machines, POS* terminals, public Wi-Fi) 

*Point Of Sale

Wireless connected devices pre-installed or installed by 
an operator (e.g. internet routers, infotainment 
equipment)

Wearable devices (e.g. smartwatches, fitness radio wear)

Wearable devices for children or vulnerable users (e.g. 
smartwatches for children)

Wireless connected devices in general

Wearable devices in general

Other

If you are concerned by other products or you wish to elaborate further on your 
replies, please feel free to share your thoughts with us below:

*

*

*

*

*

*

*

*

*

*



7

How concerned are you about the level of  when using the protection from fraud
following types of wireless connected devices and wearable devices?

Please rate your answer on a scale from 1 to 5, where 1 means "highly concerned" 
and 5 "not concerned at all". If you are not sure or you do not use the product, 
please select "Don't know / Not Applicable"

at least 9 answered row(s)

1 2 3 4 5

Don’t 
know / 
Not 
Applicable

Consumer wireless connected devices doing a limited 
 (e.g. wireless cameras, Wi-Fi number of tasks

extenders, connected home appliance, wireless 
thermostats, etc)

Consumer wireless connected devices with many 
 (e.g. smartphones, laptops, smart TVs, functions

gaming stations, etc)

Wireless connected devices intended for children or 
vulnerable users (e.g. connected toys, baby monitors, 
etc)

Commercial wireless connected devices (e.g. vending 
machines, POS terminals, public Wi-Fi)

Wireless connected devices pre-installed or installed by 
an operator (e.g. internet routers, infotainment 
equipment)

Wearable devices (e.g. smartwatches, fitness radio wear)

Wearable devices for children or vulnerable users (e.g. 
smartwatches for children)

Wireless connected devices in general

Wearable devices in general

Other

If you are concerned by other products or you wish to elaborate further on your 
replies, please feel free to share your thoughts with us below:

*

*

*

*

*

*

*

*

*

*
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When using wireless connected devices and wearable devices that , to you own
which extent do you feel concern with respect to the following risks and threats?

Please rate your answer on a scale from 1 to 5, where 1 means "highly concerned" 
and 5 "not concerned at all". If you are not sure or you do not use the product, 
please select "Don't know / Not Applicable"

at least 9 answered row(s)

1 2 3 4 5

Don’t 
know / 
Not 
Applicable

The device can be easily accessed by third parties 
without my authorization (e.g. the default password of my 
device is the same for all devices from the same 
manufacturer)

Your device does not contain advanced protection 
methods to prevent unauthorised access (e.g. through 
fingerprint identification, facial recognition, etc)

Your device does not send data, voice or other 
information in a protected way

Your device does not store data or other information in a 
protected way

A virus can block access to your device and there is no 
other way to unblock it

A third party can intercept the transmission of your data

The payments made through your device are not secure

Your device can redirect your personal or financial data 
to third unauthorised parties

You were not given reassurance that your device can 
threat your personal or financial data adequately

Other

If you are concerned by other products or you wish to elaborate further on your 
replies, please feel free to share your thoughts with us below:

When using wireless connected devices and wearable devices that  you do not own
(e.g. a POS terminal or a Wi-Fi public access point), to which extent do you feel 
concern with respect to the following risks and threats?

*

*

*

*

*

*

*

*

*

*
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Please rate your answer on a scale from 1 to 5, where 1 means "highly concerned" 
and 5 "not concerned at all". If you are not sure or you do not use the product, 
please select "Don't know / Not Applicable"

at least 9 answered row(s)

1 2 3 4 5

Don’t 
know / 
Not 
Applicable

The device can be easily accessed by third parties 
without authorization (e.g. the default admin password of 
the device is the same for all devices from the same 
manufacturer)

The device does not contain advanced protection 
methods to prevent unauthorised access (e.g. through 
fingerprint identification, facial recognition, etc)

The device does not give sufficient guarantees on the 
confidentiality of the data processing (e.g. a robust 
encryption or anti-fraud mechanisms)

The device does not send data, voice or other 
information in a protected way

The device does not store data or other information in a 
protected way

A third party or a virus can intercept the transmission of 
your data

The payments made through the device are not secure

The device can redirect your personal or financial data to 
third unauthorised parties

You were not given reassurance that the device can 
threat your personal or financial data adequately

Other

If you are concerned by other products or you wish to elaborate further on your 
replies, please feel free to share your thoughts with us below:

Have you (or anyone among your family or friends) experienced issues related to 
your  or your  in any of the devices listed below? privacy personal data

at least 8 answered row(s)

*

*

*

*

*

*

*

*

*

*
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Yes No

Don’t 
know / 
Not 
Applicable

Consumer wireless connected devices doing a limited number of tasks (e.g. 
wireless cameras, Wi-Fi extenders, connected home appliance, wireless 
thermostats, etc)

Consumer wireless connected devices with many functions (e.g. 
smartphones, laptops, smart TVs, gaming stations, etc)

Wireless connected devices intended for children or vulnerable users (e.g. 
connected toys, baby monitors, etc)

Commercial wireless connected devices (e.g. vending machines, POS* 
terminals, public Wi-Fi) *Point Of Sale

Wireless connected devices pre-installed or installed by an operator (e.g. 
internet routers, infotainment equipment)

Wearable devices (e.g. smartwatches, fitness radio wear)

Wearable devices for children or vulnerable users (e.g. smartwatches for 
children)

Other wireless connected devices or wearable devices

Please specify what was the problem and the concerned device. If you replied 
"Yes" several times, please give details for all of them:

We would also like to understand how severe you perceived the occurred problem
(s)

Extremely 
severe

Marginally 
severe

Not severe 
at all

How would you rate the overall severity of the 
occurred problem(s)?

Please explain us why:

We would also like to understand if the experienced problem(s) deterred you from 
buying or using a similar product:

*
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Yes, 
indefinitely

Yes, for 
some 
time

Yes, for 
a long 
time

Not 
at 
all

Did the experienced problem(s) deterred you from 
purchasing or using a similar product?

Have you (or anyone among your family or friends) were victims of a , which fraud
originated from the use of the following?

at least 8 answered row(s)

Yes No

Don’t 
know / 
Not 
Applicable

Consumer wireless connected devices doing a limited number of tasks (e.g. 
wireless cameras, Wi-Fi extenders, connected home appliance, wireless 
thermostats, etc)

Consumer wireless connected devices with many functions (e.g. 
smartphones, laptops, smart TVs, gaming stations, etc)

Wireless connected devices intended for children or vulnerable users (e.g. 
connected toys, baby monitors, etc)

Commercial wireless connected devices (e.g. vending machines, POS* 
terminals, public Wi-Fi) *Point Of Sale

Wireless connected devices pre-installed or installed by an operator (e.g. 
internet routers, infotainment equipment)

Wearable devices (e.g. smartwatches, fitness radio wear)

Wearable devices for children or vulnerable users (e.g. smartwatches for 
children)

Other wireless connected devices or wearable devices

Please specify what was the problem and the concerned device. If you replied 
"Yes" several times, please give details for all of them:

We would also like to understand the perceived severity of the problem(s)

Extremely 
severe

Marginally 
severe

Not 
severe 
at all

Don't know / 
Not applicable

How would you rate the overall severity of 
the occurred problem(s)?

Please explain us why:

*

*
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Please explain us why:

We would also like to understand if the experienced problem(s) deterred you to buy 
or use a similar product:

Yes, 
indefinitely

Yes, 
for a 
long 
time

Yes, 
for 
some 
time

Not 
at 
all

Don't 
know / 
Not 
applicable

Did the experienced problem(s) deterred you 
from purchasing or using a similar product?

The EU is evaluating the need to strengthen the European legislation on wireless 
connected devices and wearable devices. In case of the adoption of specific 
measures, manufacturers of wireless devices may be requested to demonstrate 
that their products are adequate for the purposes of i) data and privacy protection 
and/or ii) protection from fraud.

Where would you see the most benefits?

at least 4 answered row(s)

Yes, legislation 
is needed 
before products 
can legally be 
sold.

Yes, but promoting 
industry self-
regulation (codes of 
practice) would be 
sufficient

No, protection 
under existing 
EU legislation* 
is already 
adequate

Don’
t 
know

In demonstrating that 
wireless connected 

 have an adequate devices
data and privacy 
protection

In demonstrating that 
 have an wearable devices

adequate data and 
privacy protection

In demonstrating that 
wireless connected 

 have an adequate devices
protection from frauds

*

*

*

*



13

In demonstrating that 
 have an wearable devices

adequate protection from 
frauds

*Existing EU legislation includes for instance legislation on data protection and privacy, such as the GDPR 
or the e-Privacy Directive or against frauds, as the non-cash payment Directive. However, the legislation 
currently applies after an incident has occurred rather than as a condition to legally place devices on the 
market.

If the EU were to strengthen regulatory protection before wireless connected 
devices and wearable devices can be placed on the market, would you have trust in

at least 6 answered row(s)

Yes, 
significantly 
more than 
now

Yes, 
marginally 
more than 
now

It 
would 
not 
impact 
my 
trust

I 
would 
have 
less 
trust 
than 
now

Don’
t 
know

the digitisation and the connectivity of 
* with respect to conventional goods data 

and privacy protection

e.g. washing machines, fridges, watches, *
TVs, toys, etc

the digitisation and the connectivity of 
 with respect to conventional goods

protection from frauds

all  and wireless connected devices
wearable devices with respect to data and 
privacy protection

all  and wireless connected devices
wearable devices with respect to 
protection from frauds

devices intended for children or 
 with respect to vulnerable users data 

*and privacy protection

*e.g. ensuring secured geolocation data, 
preventing third parties from interacting 
with the child by means of the device 
without permission

*

*

*

*

*

*
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devices intended for children or 
 with respect to vulnerable users

protection from frauds

Other

If other, please specify:

Would there be any potential disadvantages in strengthening regulatory protection?
Yes

No

Don't know

*Please explain your response in the box below:

Have you previously heard of:
at least 5 answered row(s)

Yes No Don’t know

The Radio Equipment Directive 2014/53/EU

The Internal Market

The Digital Single Market

The Internet of Things

Cybersecurity

If you wish to comment further on any of the issues raised in this consultation, 
please do so in the open response box below. You may comment in any official EU 
language.

Please note that your responses will be analysed in confidence and published in aggregate. No 
individual respondents will be identified.

THANK YOU FOR TAKING PART IN THE STUDY AND FOR YOUR INPUT.

*

*

*

*

*

*

*




